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DETAILED ACTION 

Response to Amendment 

1 . This action is in response to the amendment filed January 27, 2009. 

2. Claims 1-10 have been amended and claims 11-20 have been added. Pending claims 
include claims 1-20. 

3. Applicant's arguments, see pages 12 and 13 of Applicant's Arguments/Remarks, filed 
December 20 th , 2008, with respect to the newly amended claims have been fully considered and 
are persuasive. Therefore, the rejection has been withdrawn. However, upon further 
consideration, a new ground(s) of rejection is made in view of the combination of the teachings 
of Hartman and Fruehauf, necessitated by the amendments. 

4. On page 13 of the applicant's remarks, the applicant argues that Hartman combined with 
Fruehauf does not teach generating at least one key by the central system and a network user 
simultaneously. 

5. The examiner disagrees with the applicant's arguments, as Fruehauf, (column 2, lines 14- 
34) discloses a system in which the "stored and/or generated encryption keys are preferably time 
synchronized in the hardware of the authorized user community so that the key used to encrypt 
data at the sending end is the same key that decrypts the data at the receiving end." 
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Claim Rejections - 35 USC §103 

6. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

7. Claims 1, 2, 15-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hartman Jr. (5,444,780), hereafter referred to as Hartman, in view of Fruehauf et al. (US 
6,590,981), hereafter referred to as Fruehauf. 

Regarding claim 1: 

Hartman discloses "A method for providing a time stamp by using a tamper-proof 
time signal via a telecommunications network comprising the steps of: 

receiving at a central system a request from a network user for a time signal; 

encrypting said time signal by the central system with at least one key; 

transmitting the encrypted time signal to the network user via the 
telecommunications network; 

providing the network user with the same at least one key." 

[(Hartman column 4, lines 54-56, 66-68; column 5, lines 28-43) discloses a 
client computer requesting a time signal from a recognized server. The server 
responds to the request by sending an encrypted time signal to the client. The client 
then decrypts the time signal using the same key that the server used to encrypt it.] 

Hartman fails to explicitly disclose "synchronously generating, at the central 
system and the network user, the at least one key." 

However, Fruehauf discloses "synchronously generating, at the central system 
and the network user, the at least one key." 
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[(Fruehauf column 2, lines 14-34; column 4, lines 22-64) discloses a system 
that generates keys synchronously at two different locations.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Hartman to synchronously generate symmetric keys, as taught in 
Fruehauf, in order to use a symmetric system that changes keys. 

Regarding claim 2: 

Fruehauf further teaches "The method as recited in claim 1, wherein the 
synchronously generating is performed so as to change the at least one key changes 
synchronously after predetermined time intervals." 

[(Fruehauf column 2, lines 7-10, 14-34) discloses a cryptographic 
communication system with time synchronized keys that change after a 
predetermined period of time, being used for encryption and decryption between 
sender and receiver locations.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Hartman to dynamically change symmetric keys, as taught in 
Fruehauf, as changing keys creates an extremely high entry barrier for hackers, and 
changing keys synchronously at two different communication points. 

Regarding claim 15: 

Hartman further teaches "The method as recited in claim 1, further comprising the 
step of decrypting, by the network user using the at least one key, the transmitted 
encrypted time signal." 
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[(Hartman column 5, lines 38-43) discloses a system where the client decrypts 
the encrypted time signal that was sent to it from a secure time server.] 

Regarding claim 16: 

Fruehauf further teaches "The method as recited in claim 1, wherein the central 
system is a certified central system." 

[(Fruehauf column 3, line 47 to column 4, line 15) discloses a system that uses 
officially recognized time sources to generate a time signal.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to only use officially recognized time 
sources, as taught by Fruehauf, in order to prevent potentially erroneous or malicious data 
from being entered into the secure system. 

Regarding claim 17: 

Fruehauf further teaches "The method as recited in claim 1, wherein the time 
signal is an officially recognized time signal." 

[(Fruehauf column 3, line 47 to column 4, line 15) discloses a system that uses 
officially recognized time sources to generate a time signal.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to only use officially recognized time 
signals, as taught by Fruehauf, in order to prevent potentially erroneous or malicious data 
from being entered into the secure system. 
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8. Claims 3, 9-11, 19, and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Hartman, in view of Fruehauf, and further in view of Sinha et al. (US 6,944,188), hereafter 
referred to as Sinha. 

Regarding claim 3: 

Hartman and Fruehauf disclose: "The method as recited in claim 1," 
[(See rejection for claim 1)] 

"so that the respectively assigned at least one respective clock system operate 
synchronously to generate the at least one key." 

[(Fruehauf column 2, lines 22-34; column 4, lines 22-64) discloses a system 
that generates keys synchronously at two different locations.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Hartman to synchronously generate symmetric keys, as taught in 
Fruehauf, in order to prevent the loss or rejection of valid data. 

Hartman and Fruehauf fail to explicitly disclose "providing the network user and 
the central system each with at least one respective clock system. 

respectively assigning the at least one respective clock system at the network user 
to the at least one respective clock system at the central system." 

However, Sinha discloses "providing the network user and the central system 
each with at least one respective clock system. 

respectively assigning the at least one respective clock system at the network user 
to the at least one respective clock system at the central system." 
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[(Sinha column 4, lines 20-23; column 5, lines 51-56, 63-64) discloses a system 
in which a plurality of clock pairs, in the form of master and slave clocks, are 
commonly used across a network.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teachings of Hartman to allow clocks to be paired in master and 
slave pairs, as taught by Sinha, so that separate clock pairs may be synchronized by 
different techniques. 

Regarding claim 9: 

Hartman discloses "A system for generating a tamper-proof time stamp in 
network-based communication systems, the system comprising: 

a central system connected to the network-based communication system; 

a network user connected to the network-based communication system; and 

wherein the central system is configured to encrypt a time signal using the at least 
one changed key, and further configured to send the encrypted time signal to the network 
user;" and 

"wherein the network user is configured to decrypt the encrypted time signal." 

[(Hartman column 4, lines 54-56; column 5, lines 28-43) discloses a system 
with a server coupled to a client. The server encrypts the time information and 
sends it to the client for decryption.] 

Hartman fails to explicitly disclose "a respective clock system at the network user 
and at the central system, wherein each of the respective clock systems is assigned to 
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each other and configured to operate synchronously so as to generate at least one changed 
key;" 

However, Sinha discloses "a respective clock system at the network user and at 
the central system, wherein each of the respective clock systems is assigned to each 
other" 

[(Sinha column 4, lines 20-23; column 5, lines 51-56, 63-64) discloses a system 
containing a plurality of clock pairs, in the form of master and slave clocks, 
distributed across a network.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teachings of Hartman to allow clocks to be paired in master and 
slave pairs, as taught by Sinha, so that separate clock pairs may be synchronized by 
different techniques. 

Sinha fails to explicitly disclose "configured to operate synchronously so as to 
generate at least one changed key;" 

However, Fruehauf discloses "configured to operate synchronously so as to 
generate at least one changed key;" 

[(Fruehauf column 2, lines 14-34; column 4, lines 22-64) discloses a system 
that generates keys synchronously at two different locations.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Hartman to synchronously generate symmetric keys, as taught in 
Fruehauf, in order to prevent the loss or rejection of valid data. 
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Regarding claim 10: 

Sinha further discloses "The system as recited in claim 9, wherein the central 
system includes a time signal transmitter." 

[(Sinha column 3, lines 5-11; column 7, line 61 to column 8, line 3; Fig. 3) 
discloses a system that uses a transmitter as part of the master clock.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to include a signal transmitter, as taught by 
Sinha, in order to allow for a communications over a wider area. 

Regarding claim 11: 

Hartman and Fruchauf disclose: "The method as recited in claim 1," 
[(See rejection for claim 1)] 

"so that the assigned at least one respective clock system operate synchronously 
to change the at least one key." 

[(Fruehauf column 2, lines 14-34; column 4, lines 22-64) discloses a system 
that generates keys synchronously at two different locations.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Hartman to synchronously generate symmetric keys, as taught in 
Fruehauf, in order to prevent the loss or rejection of valid data. 

Hartman and Fruehauf fail to explicitly disclose "providing the network user and 
the central system each with at least one respective clock system; 
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assigning the at least one respective clock system at the network user to the at 
least one respective clock system at the central system" 

However, Sinha discloses "providing the network user and the central system 
each with at least one respective clock system; 

assigning the at least one respective clock system at the network user to the at 
least one respective clock system at the central system" 

[(Sinha column 4, lines 20-23; column 5, lines 51-56, 63-64) discloses a system 
containing a plurality of clock pairs, in the form of master and slave clocks, 
distributed across a network.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teachings of Hartman to allow clocks to be paired in master and 
slave pairs, as taught by Sinha, so that separate clock pairs may be synchronized by 
different techniques. 

Regarding claim 19: 

Fruehauf further discloses "The method as recited in claim 9, wherein the at least 
one changed key is synchronously generated at intervals of time." 

[(Fruehauf column 2, lines 7-10, 14-34) discloses a cryptographic 
communication system with time synchronized keys that change after a 
predetermined period of time, being used for encryption and decryption between 
sender and receiver locations.] 
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It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Hartman to dynamically change symmetric keys, as taught in 
Fruehauf, as changing keys creates an extremely high entry barrier for hackers, and 
changing keys synchronously at two different communication points, prevents the loss or 
rejection of valid data. 

Regarding claim 20: 

Fruehauf further discloses "The method as recited in claim 9, wherein the time 
signal is an officially recognized time signal." 

[(Fruehauf column 3, line 47 to column 4, line 15) discloses a system that uses 
officially recognized time sources to generate a time signal.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to only use officially recognized time 
sources, as taught by Fruehauf, in order to prevent potentially erroneous or malicious data 
from being entered into the secure system. 

9. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Hartman in view 
of Fruehauf, in view of Crane et al. (US 6,510,236), hereafter referred to as Crane, and further in 
view of Friedman et al. (US 2002/0019933), hereafter referred to as Friedman. 
Regarding claim 4: 

Hartman and Fruehauf disclose "The method as recited in claim 1," 
[(See rejection for claim 1)] 
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"further comprising the steps of: receiving a time signal request, at the central 
system, from the network user;" 

[(Hartman column 4, lines 54-56, 66-68; column 5, lines 28-43) discloses a 
client computer requesting a time signal from a recognized server.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to only use officially recognized time 
sources, as taught by Fruehauf, in order to prevent potentially erroneous or malicious data 
from being entered into the secure system. 

Hartman and Fruehauf fail to explicitly disclose "determining, by the central 
system, a clock system assigned to the network user using a transmitted identifier, 
wherein the transmitted identifier is the network address of the network user and wherein 
the at least one key is generated by the assigned clock system." 

However, Crane discloses "determining, by the central system, a clock system 
assigned to the network user using a transmitted identifier, wherein the transmitted 
identifier is the network address of the network user." 

[(Crane column 4, line 48 to column 5, line 36) discloses a system in which a 
device-id is used to locate the corresponding server.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to use a device's corresponding id, as taught 
by Crane, as the device's id is known by both parties and can easily be used to generate 
corresponding symmetric keys. 
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Crane fails to explicitly disclose "wherein the at least one key is generated by the 
assigned clock system." 

However, Friedman discloses "wherein the at least one key is generated by the 
assigned clock system." 

[(Friedman [0106]) discloses a system in which dynamic keys are generated 
using the present time as a seed.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to use the present time as a seed, as taught 
by Friedman, as time signals arc frequently used in generating pseudo-random numbers. 

Regarding claim 18: 

Fruehauf further discloses "The method as recited in claim 4, wherein the at least 
one key is generated using at least one of the assigned clock system and the transmitted 
identifier." 

[(Friedman [0101) discloses a system in which a key is derived using 
information unique to the particular requesting device.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to use a device's corresponding id, as taught 
by Crane, as the device's id is known by both parties and can easily be used to generate 
corresponding symmetric keys. 
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10. Claims 5-8 and 12-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hartman in view of Fruehauf and further in view of Kara (US 5,982,506), hereafter referred to as 
Kara. 

Regarding claim 5: 

Hartman and Fruehauf disclose "A method for transmitting data with a tamper- 
proof time stamp over a telecommunications network from a first network user to a 
second network user, comprising the steps of: 

obtaining a time signal in accordance with a method as recited in claim 1;" 

[(See rejection for claim 1)] 

Hartman and Fruehauf fail to explicitly disclose "transmitting the time signal and 
the data from the first network user to the second network user one of directly and 
indirectly via the central system." 

However, Kara discloses "transmitting the time signal and the data from the first 
network user to the second network user one of directly and indirectly via the central 
system." 

[(Kara column 19, lines 19-31) discloses a system in which a sender and a 
receiver communicate directly with one another without the intervention of a 
central system.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teachings of Hartman to allow the sender and receiver to 
communicate with each other without relying on a central system, as taught in Kara, to 
hasten transaction speed between the two devices. 
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[(Kara column 4, lines 25-56) discloses an invention that sends a message 
from a sender to a receiver via a certification system.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teachings of Hartman to send a message indirectly through a 
central system, as taught by Kara, so that the send time may be verified and certified by 
an external third party. 

Regarding claim 6: 

Kara further discloses "The method as recited in claim 5, further comprising the 
steps of: 

encrypting, by the first network user, at least one of the data and the time signal 
during transmission." 

[(Kara column 4, lines 43-48; column 7, lines 43-45) discloses a system in 
which the electronic document and/or the cipher containing the timestamp may be 
encrypted.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teachings of Hartman to encrypt the electronic document 
containing the timestamp, as taught by Kara, to prevent potentially erroneous or 
malicious data from entering into a secure system. 

Regarding claim 7: 

Kara further discloses "The method as recited in claim 5, wherein the central 
system is provided at the second network user." 
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[(Kara column 25, lines 47-61) discloses a system in which the certification 
and key distribution authority can be located at the receiving location.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teachings of Hartman to allow the central system to be located at 
the second network user, as taught by Kara, in order to hasten the key generation process 
and ensure symmetric key coordination. 

Regarding claim 8: 

Kara further discloses "The method as recited in claim 5, further comprising the 
step of returning, by the central system, acknowledgement of receipt to the first network 
user." 

[(Kara column 4, line 65 to column 5, line 22) discloses a system in which the 
receiver sends an acknowledgement message to the certification program which 
forwards the acknowledgement to the sender upon successful verification.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to forward an acknowledgement message to 
the sender, as taught by Kara, in order to allow the sender to re-transmit a message if it 
was not received by the receiver. 

Regarding claim 12: 

Kara further discloses "The method as recited in claim 6, wherein a central system 
is provided at the second network user." 



Application/Control Number: 10/541 ,697 Page 1 7 

Art Unit: 2432 

[(Kara column 25, lines 47-61) discloses a system in which the certification 
and key distribution authority can be located at the receiving location.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teachings of Hartman to allow the central system to be located at 
the second network user, as taught by Kara, in order to hasten the key generation process 
and ensure symmetric key coordination. 

Regarding claim 13: 

Kara further discloses "The method as recited in claim 6, wherein the central 
system is configured to return an acknowledgement of receipt to the first network user." 

[(Kara column 4, line 65 to column 5, line 22) discloses a system in which the 
receiver sends an acknowledgement message to the certification program which 
forwards the acknowledgement to the sender upon successful verification.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to forward an acknowledgement message to 
the sender, as taught by Kara, in order to allow the sender to re-transmit a message if it 
was not received by the receiver. 

Regarding claim 14: 

Kara further discloses "The method as recited in claim 7, wherein the central 
system is configured to return an acknowledgement of receipt to the first network user." 
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[(Kara column 4, line 65 to column 5, line 22) discloses a system in which the 
receiver sends an acknowledgement message to the certification program which 
forwards the acknowledgement to the sender upon successful verification.] 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teaching of Hartman to forward an acknowledgement message to 
the sender, as taught by Kara, in order to allow the sender to re-transmit a message if it 
was not received by the receiver. 

Conclusion 

11. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 
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12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to CHRISTOPHER B. ARCHER whose telephone number is (571) 
270-7308. The examiner can normally be reached on M-F 7:30-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from cither Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/CHRISTOPHER B ARCHER/ 
Examiner, Art Unit 2432 



/Gilberto Barron Jr./ 

Supervisory Patent Examiner, Art Unit 2432 



